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1.

EXECUTIVE SUMMARY

Information Assurance (IA) is the confidence that information assets will protect the
information they handle and will function as they need to, when they need to, under
the control of legitimate users.

This new NISCC Guide provides policy and guidance on the IA risk management
and accreditation of Information Systems (IS). Accreditation is the process by
which an IS is assessed against its security requirements resulting in a decision to
accept the risks arising from its operation.

The Guide contains very little that does not already represent best practice and plain
common sense in this field. However, what it does provide for the first time is a single
source of policy and guidance which:

draws the different strands together and places IA in core business;
provides advice and guidance on the process of risk management;

targets a wide audience (not just security specialists and not just central
government).

IA risk management and accreditation offer significant benefits to organisations
in terms of informed decision making, resource savings and efficiency, business
advantage and reputation. This does not come without cost: compliance with the
standard may require additional resources, particularly in organisations where there
has been under-investment in 1A in the past.

IA is a fundamental requirement of business today. Information is an essential
asset — loss or failure of an IS can have catastrophic consequences and some
organisations may not recover from such an event. This Guide places IA centrally
within core business and explains the principles and process of IA risk management
and accreditation in terms of current business practice. It provides clear linkage to
the stages of projects (aligned to the OGC Gateway '™ Review Process) and to
business processes throughout the lifecycle of the IS.

Risk management involves everyone in an organisation and continues
throughout the lifecycle of the IS. It is equally important for government and non-
government organisations. This Guide is intended for a wide audience, not just
central government departments or security personnel. It is not prescriptive and
recognises that organisations have different requirements and structures, so it
focuses on functions not posts and provides practical advice on the implementation
of a cost effective and efficient risk management regime.

Risk ownership resides at the very top of an organisation, in line with the
Cabinet Secretary’s requirement for all government departments to have a Senior
Information Risk Owner (SIRO) on the senior management board. The Guide
reinforces this requirement and places the SIRO function in context. It provides
practical guidance on procedures for escalating decisions to higher levels.

Legal compliance is a corporate responsibility. It should be treated as an integral
element of the proper management of IS and all IA measures. It is also a core
element of good corporate governance. Non-compliance is likely to have significant
impact on an organisation’s business objectives and damage to its reputation. The
Guide highlights this and gives guidance on relevant laws.

Following best practice as described in this Guide will also help an organisation to
demonstrate compliance with 1SO17799 and assist in certification to BS7799 Part
2.



10.

11.

12.

13.

14.

15.

Risk management is for life, not just for Christmas! It is an iterative process
throughout the lifecycle of the IS, from early planning, through development to in-
service and eventually decommissioning and disposal. This Guide links to business
processes, and makes it quite clear that accreditation is a continuous process — not a
snap-shot in time. This will lead to improved IA and avoid costs often associated with
late consideration of security requirements.

The policy and processes are applicable to all IS. In the past IA accreditation
focused on IT (computers) has failed to address communications systems and other
information assets. This has lead to confusion, duplication of effort and
inconsistency. The new “unified” policy and process covering the range of IS, should
lead to rationalisation of resources and activities across an organisation.

Confidentiality, integrity and availability are all equally important. Although
integrity and availability have always been key considerations in IA, policy has
tended to focus on confidentiality. This Guide ensures that all three are fully
addressed and given equal importance. It recognises that many assets may have
little or no requirement for confidentiality but availability and integrity may be vital and
also that confidentiality extends beyond government protective markings to privacy
and other sensitivities.

Risk management and accreditation require a disciplined thought process but
have often been treated as a paper exercise. This Guide promotes understanding of
the fundamental concepts, leading to improved flexibility and scalability, and places
IA firmly in the business decision making process.

This process must be supported by evidence. It is not sufficient simply to state
security requirements. Compliance must be validated and verified throughout the
lifecycle of the asset. This Guide provides guidance on the use of evidence to gain a
real understanding of the strengths and weaknesses of an asset and the business
impact of compromise, and to provide justification and accountability for risk
management decisions and a benchmark for compliance monitoring.

Accreditation should be an informed decision. In the past, accreditors may have
erred towards risk avoidance because they have been left to take responsibility for
decisions without adequate support from senior management. Conversely, senior
managers faced with reduced budgets may have accepted risks without
understanding of the real impact or consequences. This Guide makes it clear that
accreditation must be an informed decision, made in full understanding of the
implications and taken at the right level of management.



INTRODUCTION

How to use this Guide

16.

17.

18.

19.

20.

The document is divided into 3 parts:

Part 1 - Governance and Risk Management Concepts
Part 2 —Risk Management and Accreditation Process
Part 3 — Risk Management and Accreditation Documentation

Part 1 explains the importance of governance and presents the concepts of risk
management, in progressive stages, allowing the reader to develop a clear
understanding of the subject, leading to meaningful and considered risk management
decisions in the context of Information Assurance.

Part 2 steps the reader through the process of risk management in the Information
System (1S) lifecycle. This provides clear correlation to the project, procurement and
business management processes. It is designed as a guide and aide-memoir and
should only be used once sufficient understanding and has been gained from Part 1.

Part 3 offers a suggested format and identifies typical content of risk management
and accreditation documentation. It also provides linkage between deliverables and
the risk management process.

This Guide includes a comprehensive Glossary containing terms and abbreviations
used within the document.

Intended Readership

21.

22.

This Guide is written for all those involved in the risk management of IS, including
information risk owners and business managers, security managers and accreditors,
project managers and system or service providers.

It describes best practice, which should be applicable and helpful to a wide audience,
including central and local government, industry, commerce and the wider public
sector.

Feedback and Review Process

23.

This Guide will be reviewed 6 months after publication and thereafter will be subject
to a regular annual review. Readers are encouraged to submit comments,
amendments and other feedback for input into the periodic reviews and continuing
appraisal of this. A Customer Feedback Form is provided at the beginning of this
document.
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A.

PART 1: GOVERNANCE AND RISK MANAGEMENT CONCEPTS

General Overview

24. Information Systems (IS) are intrinsically linked to most organisations’ ability to
perform their business function and hence the protection of these assets is critical to

the organisation's duty of care and governance.

25. Information Assurance (lA) is the confidence that information assets will protect the
information they handle and will function as they need to, when they need to, under
the control of legitimate users. This is integral to an organisation’s business strategy
and business planning and needs to be accepted as the responsibility of senior
management strategic and planning bodies, to enable issues to be identified at the
earliest stages of business planning. Ultimate responsibility for 1A resides with the

Chief Executive or equivalent.

26. The risks to an organisation’s IS are very real and although many incidents may
have only a minor impact, some have the potential to cause much greater damage or
loss, significantly affecting the organisation’s operational performance and
reputation. It is therefore essential that such risks are identified, understood and

appropriately managed.

27. An 1A risk management strategy will need to involve all areas of the business and
incorporate a balance of preventative, contingency and recovery measures
commensurate with the business requirements. These measures and the
effectiveness of the strategy should be demonstrable within the organisation itself

and evident to its business partners and customers.

What is an Information System?

28. For the purposes of this Guide, an IS may include the following:

o physical environment (e.g. buildings, equipment, cables, etc.);

o information and data;

. software;

. service provision;

o people;

o intangibles (e.g. reputation, goodwill).

Governance and Risk Management

29. Good corporate governance requires effective risk management structures and
processes, which are frequently reviewed, helping to gain the trust of others with
whom the organisation wishes to develop current and future business opportunities.
ISO17799 is the International Standard that defines the management system
required to deliver IA. This Information Security Management System (ISMS) is the
management system supporting the security of the assets within the defined BS7799
scopel. It will consist of people, meetings and an organisation structure. It will also
define where responsibility rests for ensuring that documents within the BS7799

scope link into and are compliant with overarching corporate policy.

1 1SO17799 is the International Standard for information security management but certification

currently only exists to BS7799 Part 2.
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30.

31.

32.

This Guide acknowledges 1SO17799 and provides a framework that is compliant
with its requirements. Following this guidance should ease the route to certification to
BS7799 Part 2. However, it should be noted that this NISCC Guide is directed at
information assets whereas 1SO17799 considers business processes. (See also
Appendix A "Cross Reference between NISCC Guide and [1SO17799 Control
Objectives").

IA risk management is critical in the discharging of the responsibility for corporate
governance. It should aim to prevent incidents wherever possible and to mitigate the
adverse effects of unavoidable incidents through measures to detect, respond to and
recover from incidents effectively and efficiently. It provides an organisation with the
assurance that its IS can be trusted to support its business activities in an effective
and reliable manner. Evidence of an effective risk management regime may also be
required when interconnecting to IS shared or owned by other organisations.

Risk management is a core business function affecting all staff and comes under the
overall responsibility of the Senior Information Risk Owner (SIRO). It is an iterative
process throughout the lifecycle of the IS, whereby the risks are identified,
understood and managed in a manner that satisfies legal and business
requirements. Residual risks must be carefully considered and only be accepted on
the basis of an informed decision made in full understanding of the implications.

Accreditation

33.

34.

35.

36.

Accreditation is the formal assessment of the IS against its IA requirements, resulting
in the acceptance of residual risks in the context of the business requirement. It is a
prerequisite to approval to operate.

It must be an informed decision made in full understanding of the implications to the
business and should take place prior to final acceptance of the IS. Accreditation must
be reviewed periodically throughout the service life of the IS.

An IS is deemed to be accredited when the accreditor confirms that, by meeting the
IA requirements in the following areas, the associated residual risk is acceptable to
the business:

Confidentiality — ensuring the information is accessible only to those authorised
to have access;

Integrity — safeguarding the accuracy and completeness of information and
processing methods - this may include the ability to prove an action or event has
taken place, such that it cannot be repudiated later;

Availability — ensuring that authorised users have access to information and
associated IS when required.

There may be instances where confidentiality, integrity and availability, requirements
are in direct conflict. Where conflicting requirements arise, the accreditor must
ensure that risk management decisions are escalated to the appropriate level. Where
there is significant residual risk, the decision should be escalated to the SIRO.

Legal Compliance

37.

Ensuring compliance with statutory requirements, for example laws such as the Data
Protection Act and Human Rights Act, is a significant control used in the corporate
governance process and therefore in the risk management of IS. Non-compliance
with the law and other relevant regulations is likely to have significant impact on
business objectives and reputation. On the other hand, evidence of good corporate
governance and risk management may be critical in certain cases to support an
organisation in a prosecution or a defence. The main laws relevant to IS are outlined

-12 -



in Appendix B but this is merely illustrative and organisations should ensure that they
obtain timely legal advice specific to their circumstances.
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B. Responsibilities and Functions

38. ISO17799 recognises that governance is key to good Information Assurance (IA) and
therefore requires that ownership of the risk must reside at the very top of an
organisation with the senior management board. In support of this, a member of the
board must assume the role of Senior Information Risk Owner (SIRO) for the
organisation.

39. In practice, as shown in Figure 2, governance, risk management and accreditation
involve a variety of different types of work, levels of business knowledge and
technical expertise. Equally, allocation of different functions will vary between
organisations. What is important is that responsibilities are clearly assigned and fully
accountable and that those involved are adequately trained and work in close
cooperation. Where services are outsourced it is essential that appropriate risk
management processes and functions are specified in the contract.

Information Risk Ownership (Management)

Information Risk Ownership (Users)

: : :
IS Project Management
Security Management

IS Asset Management

Accreditation

Inspection/Auditing

Evaluation/Testing

Figure 1: Risk Management Functions

Ownership

40. 1A risk management is everyone’s business, hence all members of an organisation
must take some responsibility for information risk ownership of specific IS, with which
they are associated, from the senior management board, represented by the SIRO,
to the individual users. Different specific roles may be assigned to ensure effective
acceptance of information risk ownership in terms of the management and use of the
IS, which include policy, compliance and delivery functions within an organisation.
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Information Risk Ownership (Business Management)

41. The SIRO should understand the strategic business goals of the organisation and

how these may be affected by failure of IS, in order to ensure that information risks
are weighed alongside other factors, such as financial, legal, operational risks. This
determines an organisation’s “risk appetite” — effectively determining the acceptable
level of risk at corporate level. On the basis of this, IA responsibilities will be
assigned to management levels in accordance with its importance to the organisation
and will similarly gauge the level of awareness.

42. Management functions include ensuring that:

a.

The right organisational structure and funding are established, to deliver
appropriate and effective IA and the prerequisite security culture, including an
effective process for achieving security awareness and the training and
qualification of employees with delegated security responsibilities.

IA requirements are addressed in strategic planning and are accepted as an
essential and integral part of the business requirement, supported by appropriate
corporate security policies, to deliver consistency across an organisation and
compliance with relevant laws and standards;

An organisation has adequate plans for business continuity, disaster recovery and
forensic readiness and these are regularly exercised and reviewed;

There is an appropriate assurance process to monitor the effectiveness of all
corporate IA policies and plans;

All risk management decisions are accountable and appropriate to the business
requirements and are made in full understanding of the implications and potential
consequences;

An escalation process through to the SIRO, in cases of conflict between IA and
other business requirements (see also “Escalation” as described in Section F) and
that all those responsible are aware and understand this process.

Information Risk Ownership (Business Users)

43. Business users are responsible for the protection of IS they use in accordance with

defined policy and for helping to maintain the effectiveness of policy and procedures
in the face of changing business practices. They must ensure that:

They are familiar with corporate security and IA policies;

They have read and understood the security policies and user guidance specific
to the IS they are using (e.g. acceptable use policy, incident reporting procedures)
and that they comply with these.

44. Business users should also be encouraged to raise any issues regarding the impact

Policy

and effectiveness of security policies, technical measures or user guidance promptly.

45. Responsibility for management and implementation of an organisation’s security and

IA specific policies should be assigned to specific personnel, with the appropriate
level of knowledge and expertise, under delegated authority from the senior
management board.

IA Policy Management

46. Within the context of an organisation’s security management, the functions for IA

policy management include:
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Co-ordination of 1A on behalf of the organisation, including physical, procedural
and personnel aspects where appropriate, and interface and co-ordination with
other organisations on IA matters;

Preparation and management of the corporate IA policy to meet the business
requirements and comply with international and national standards, policies and
laws, as appropriate;

Advice within the organisation to all those involved in risk management on IA
issues and policy in general and IA in specific implementations;

Management of IA awareness and training;

Management of 1A incident reporting and recovery operations.

Compliance

47.

48.

IA Compliance is the verification and confirmation that an individual 1S meets its
specific IA requirements throughout its lifecycle. It is therefore unacceptable that any
entities responsible for the delivery of IS undertake compliance functions, which
should not be confused with routine checks and inspections conducted as part of the
IS management. IA Compliance functions may be assigned to appropriately skilled
personnel in any other areas of the organisation.

In addition, the decision whether or not to accept the residual risk, also known as
accreditation, cannot be outsourced. A contractor may be assigned accreditation
functions but an organisation must always reserve to itself the right and responsibility
to decide what constitutes an acceptable risk to its business.

Accreditation

49.

50.

IS accreditation on behalf of an organisation confirms that an IS complies with the
corporate IA policy and their specific 1A requirements and that the residual risk is
acceptable. In cases of conflicting requirements, where levels of residual risks are
outside the corporate policy, this decision will be escalated as appropriate.

Accreditation functions include:

Advice and guidance on the IA risk management and accreditation requirements
of specific IS throughout the lifecycle;

Advice on preparation of the Risk Management and Accreditation Document Set
(RMADS) and approval of the RMADS, including all changes, throughout the
lifecycle of the IS - this includes staged approval, as appropriate, of the various
sections or documents;

Confirmation that the proposal, contract and IA risk management plan meet the 1A
requirements, prior to contract let;

Specification and management of compliance verification and validation during
the IS lifecycle (e.g. periodic inspections or IT Health Checks);

The accreditation decision based on adequate verification and assessment of
residual risk, prior to acceptance of the IS and periodically throughout its in-
service life, and issue of the accreditation statement;

Reporting business impact of residual risks to the appropriate information risk
owner;

Confirmation of IA compliance on decommissioning and disposal.
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Audit and Inspection

51. IS require independent audit and inspection as evidence for accreditation and for
continuing risk management throughout their lifecycle. These activities may
encompass a number of different disciplines including:

o Quality assurance;
o Physical, personnel and procedural security;
o Communications security;

. Verification of structural, mechanical and electrical installation requirements and
ensuring their correct configuration;

o Inventory control;
o Cryptographic key management;
o User audit.

52. This regular audit process will support an organisation's conformance to the BS7799
Plan-Do-Check-Act (PDCA) virtuous circle.

Evaluation and Testing

53. IS will require independent evaluation and testing, as evidence for accreditation and
for continuing risk management throughout their lifecycle. Such activities will be
required on a regular basis as part of ISO17799 compliance and may also be
required as a result of an incident. As in the case of audit and inspection, activities
encompass a number of different disciplines and may include:

o Evaluation of technical implementations and configuration during acceptance
testing, changes and upgrades;

o Electromagnetic compatibility and security;
. Vulnerability checks for accreditation;

o Tests, inspections and IT Health Checks for continuing risk management and
accreditation in-service or as a result of an incident.

Delivery
54. There are 2 distinct sets of management disciplines involved in delivery:

o IS project or programme, responsible for the delivery of the IS through to
acceptance, and

. IS in-service.

There will be a period of overlap of responsibilities between these disciplines during the
acceptance process and until such time as the project or programme team is dissolved.

55. As already stated under “Compliance” above, entities involved in delivery cannot
undertake any IA compliance functions, although they will be responsible for
monitoring correct IS management and use.

IS Project or Programme Management

56. During the project, programme and procurement cycles, the project (or programme)
manager is responsible for ensuring the successful delivery of the IS to meet the
agreed business requirements (including IA) on behalf of the organisation. This
requires close co-operation with the accreditor to ensure co-ordination of 1A specific
and other project activities and timely provision of IA deliverables.
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57.

58.

In large and complex projects and programmes, IA functions are often assigned to a
specialist, for example a security assurance co-ordinator or a programme security
executive. Functions include:

Adoption of a project management and procurement process, which explicitly
incorporates IA and meets the organisation’s corporate IA policy;

Preparation, maintenance and timely provision of the appropriate sections of the
RMADS in close interface with all stakeholders, especially the accreditor, to
ensure correctness and acceptance of deliverables

Appropriate statement of IA requirements in project and other development plans,
contracts and funding requirements (including provision for through life costs) and
ensuring that 1A requirements are included in bid assessment, contract decision
and IS acceptance criteria;

Immediate notification of non-compliance with the IA requirement and negotiation
with accreditor and other parties as appropriate;

Ensuring IA accreditation is a prerequisite for final acceptance;
Formal handover of the IA functions to IS management post-acceptance;

By taking onboard the above responsibilities and formalising them within an
Information Security Management System (ISMS), the project or programme
manager will go a long way to achieving compliance with 1ISO17799. The supporting
documentation should provide suitable evidence towards formal BS7799 Part 2
certification.

IS Management

59.

60.

On final acceptance, responsibility for the IS transfers from project/programme to IS
management. Throughout its service life to decommissioning and disposal, the IS
manager is responsible for ensuring the effective operation of the IS, to meet the
agreed business requirements (including IA) on behalf of the organisation. This
requires close co-operation with the accreditor, to ensure co-ordination of 1A specific
and other management activities.

Particularly in the case of large and complex IS, a dedicated specialist post may be
required to manage the IA requirements. Functions include:

Management, maintenance and configuration control of the IS and its RMADS, in
compliance with the organisation’s corporate IA policy and within the terms of its
accreditation, as defined in the RMADS?;

Ensuring users understand their responsibilities by regular distribution of the
approved security operating procedures (SyOPs) and monitoring compliance by
regular security audit and inspections of logs and other records;

Patching of applications and operating systems software, regular updates to
security products and ensuring such products are implemented effectively to
provide the required level of security;

Management of incident reporting, investigation and recovery of the IS, reporting
within the organisation and to the national schemes as appropriate;

Preparation of IA deliverables for compliance inspections and accreditation
review;

% In the case of large and complex IS, it is usual to form a panel or configuration control board
with representation from the IS management and the accreditor
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o Management of decommissioning and disposal in accordance with 1A
requirements.

IA Committees, Panels and Groups

61. Various types of groups, panels and committees may be established to carry out the
function of accreditation or assist in the process, for example a security working
group and an accreditation panel. Requirements will vary considerably depending on
the size, complexity and interconnectivity of the IS concerned. However, at a
minimum an Information Security Forum (ISF)® should be established, to manage
security issues as they arise and develop policy on behalf of the organisation.

® The ISF is the BS7799 scope-level security management body.
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C. Corporate IA Policy

62. Corporate security policy is essential to ensure good security governance and
consistent implementation of security standards. It supports an organisation’s
strategic aims and objectives and should enable members of the organisation to
identify an acceptable level of risk, beyond which escalation of risk management

decisions is always necessary.
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Figure 2: Example Corporate and IA Risk Management Policy Interaction
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63.

64.

65.

66.

67.

All corporate policies and strategies are owned by the senior management board.
The Senior Information Risk Owner (SIRO), on the board’s behalf, is responsible for
developing and implementing of those corporate strategies and policies relating
specifically to security and for reviewing them regularly, to ensure that they remain
appropriate to the changing requirements. The strategies and policies will include a
corporate security policy, which establishes an organisation’s minimum standards for
all aspects of security, and a corporate IA policy. The BS7799 Information Security
Management System (ISMS) could provide the foundation on which these corporate
policies are based.

The corporate IA policy should cascade from the corporate security policy and
corporate IS policy to reflect the organisation’s requirements and constraints,
including laws, statutory regulations, standards and other policies as shown in
Figure 2 above, including security policies of partners or stakeholders where
applicable. It should include clear links to an organisation’s plans for business
continuity, disaster recovery and forensic readiness.

The corporate IA policy provides a framework for all risk management decisions
associated with the organisation’s IS and a business view of what constitutes an
acceptable level of risk, as well as minimum standards for interconnections. As such,
the security standards set in this policy must be sufficiently generic to be applicable
across an organisation, whilst providing sufficient detail to ensure consistency across
a range of environments and IS within an organisation. Where the threat is constant
across an organisation, it may also contain a corporate threat assessment.

By ensuring a consistent approach to prioritising and mitigating risks, the corporate
IA policy will reduce the need for the SIRO to be involved in low-level risk
management decision making. Only where deviation from the policy becomes
inevitable should it be necessary to escalate decision making to the SIRO. Well
defined and documented corporate IA policy should also reduce effort and costs
associated with the accreditation of individual IS by reducing the requirement for
extensive, duplicative and often inconsistent risk management documentation at that
level.

The policy should be held under constant review and should include:

IA organisational structure with specific roles and responsibilities, where
appropriate;

empirical threat assessment of the organisation;

IA risk management strategy (corporate approach to risk) and details of the risk
assessment method used by the organisation;

escalation policy and procedures for risk management decisions;
requirements for security awareness and training;

minimum requirements for inspections, checking, monitoring and audit;
incident reporting and recovery policy and procedures;

configuration control policy including regime for security management;

minimum requirements for continuing accreditation (accreditation maintenance).
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D. Scope of Accreditation and Interconnection Policies

68.

Scope

69.

70.

71.

72.

73.

74.

The key objective of risk management is to identify Information Assurance (IA) risks
and manage them appropriately within the context of the business requirements.
Before embarking on the process, careful thought should be given to the overall
scope of the work, in terms of physical and logical boundaries and how best to
approach the task, in order to ensure that it is meaningful, effective, efficient and fully
accountable. One approach does not fit all and the method adopted should best
reflect the business, IA and legal requirements of the particular situation.

All parties concerned must be clear about what is being accredited and have a
realistic understanding of the business context for accreditation. This is a reasonably
simple exercise when business function, user group, location, equipment and
software boundaries are roughly the same - an individual Information System (IS)
may be taken as the scope or “unit” of accreditation. However, most cases are
considerably more complex, involving large or distributed networks, disparate user
groups and business functions, and a multiplicity of interconnections. Nevertheless,
one basic rule will always apply: to be within the scope, entities must be within the
management responsibility of the organisation or community, i.e. entities wholly
outside the control of the organisation or community cannot fall within the
boundaries of the accreditation.

Similarly, the scope for ISO17799 compliance must be bounded by the area of
management responsibility. Whilst Service Level Agreements (SLAs) and contracts
will exist with external entities, it is how these interfaces are managed and inspected
that will matter.

This does not mean that relevant external entities should be ignored. Communication